Neurocare Systems Access Confidentiality and Security Agreement-Terms of Use
As an authorized Neurocare systems user who has been granted access by Neurocare to designated information systems, I understand that Neurocare has a legal and ethical responsibility to safeguard the privacy of all patients and to protect the confidentiality of the patients’ protected health information (“PHI”).  By entering my password and logging into the system, and in order to continue my authorization for access to Neurocare systems, I am agreeing to the following:

1. I understand that I should have no expectation of privacy when using Neurocare information systems.  Neurocare may log, access, review, and otherwise utilize information stored on or passing through its systems, including email, in order to manage systems and enforce security.
2. I will not disclose or discuss any PHI with others, including friends or family, who do not have a need to know it and are authorized. 
3. I will only access systems to review PHI when I have a business need to know, as well as any necessary consent. By accessing a patient’s record, I am affirmatively representing to Neurocare at the time of each access that I have the requisite business need to know to perform my assigned job function and appropriate consent, and Neurocare may rely on that representation in granting such access to me.

4. I will not make any unauthorized transmissions, inquiries, modifications, or cause destruction of PHI.

5. I will secure electronic communications by transmitting PHI only to authorized entities, in accordance with industry-approved security standards, such as encryption.
6. I will only access or use systems or folders that I am officially authorized to access, will only do so for the purpose of delivery of medical services or business operations for which access has been authorized, and will not demonstrate the operation or function of systems or devices to unauthorized individuals.

7. I will ensure that only personnel in my office approved, or in a job classification approved by Neurocare, who have been through a healthcare industry standard screening process, will access Neurocare systems and PHI, and I will annually train such personnel on issues related to patient confidentiality (HIPAA) and access.

8. I will accept full responsibility for the actions of my employees who may access Neurocare systems and PHI. 

9. I agree that if I, or my staff, stores PHI on non-Nuerocare media or devices (e.g., PDAs, laptops) or transmits data outside of Neurocare systems, that the data then becomes my sole responsibility to ensure authorization and to protect according to federal regulations, and I will take full accountability for any data loss or breach. 
10. I understand that I will be assigned a unique identifier (e.g., User ID) to track my access and use of PHI and that the identifier is associated with my personal data provided as part of the initial and/or periodic credentialing and/or systems access verification processes.

11. I will ensure that members of my office staff use a unique identifier to access PHI.  

12. I will:

a. Use only my officially assigned User-ID and password.

b. Use only approved licensed software.

c. Use a device with virus protection software.

13. I will never: 

a. Disclose passwords, PINs, or access codes.

b. Use tools or techniques to break/exploit security measures.

c. Connect unauthorized systems or devices to Neurocare systems.

14. I will practice good workstation security measures such as locking system when not in use, using screen savers appropriately with activated passwords, and positioning screens away from public view.

15. I will immediately notify my manager, Neuorcare’s HIPAA Security Officer, Corporate Director of Operations or Corporate Director of Clinical Services if:

a. my password has been seen, disclosed, or otherwise compromised

b. media with PHI stored on it has been lost or stolen (prohibited without express authorization);

c. I suspect a virus infection on any system;

d. I am aware of any activity that violates this agreement, privacy and security policies; or 

e. I am aware of any other incident that could possibly have any adverse impact on PHI or Neurocare systems.
16.  I agree to notify Neurocare within 24 hours, or the next business day, when authorized members of my office staff are terminated, so that user accounts to Neurocare systems are appropriately disabled in accordance with Neurocare standards.

17. I agree that my obligations under this Agreement will continue after termination of my employment, expiration of my contract, or my relationship ceases with Neurocare.

18. Upon termination, I will immediately return any documents or media containing Confidential Information to Neurocare.  

19. I understand that I have no right to any ownership interest in any PHI accessed or created by me during and in the scope of my relationship with Neurocare, unless otherwise agreed by contract.  
20. I will act in accordance with the Compliance Code of Conduct and HIPAA policies of the organization with which I am associated or contracted, and with the similar Neurocare policies to which I have been provided access.

21. I have no intention of varying the volume or value of referrals I make to Neurocare in exchange for system access, and I have not agreed, in writing or otherwise, to accept access in exchange for the referral to Neurocare of any patients or other business.

22. I understand that Neurocare may decide at any time without notice to provide access no longer to any systems unless other contracts or agreements state otherwise. 
23. I understand that violation of this agreement may result in sanctions, up to and including termination of employment, suspension, loss of access privileges, and/or criminal prosecution, in accordance with Neurocare’s policies.
24. To immediately notify Neurocare of any suspected/confirmed security incident, including compromise of your password and user ID code, computer virus, and unauthorized acquisition, access, use, or disclosure of unsecured, unencrypted PHI
